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Safety Warnings

Your BiGuard 50G is built for reliability and long service life. For your

safety, be sure to read and follow the following safety warnings.

Read this installation guide thoroughly before attempting to set up your BiGuard
50G.

Your BiGuard 50G is a complex electronic device. DO NOT open or attempt to
repair it yourself. Opening or removing the covers can expose you to high
voltage and other risks. In the case of malfunction, turn off the power
immediately and have it repaired at a qualified service center. Contact your
vendor for details.

Connect the power cord to the correct supply voltage.

Carefully place connecting cables to avoid people from stepping or tripping on
them. DO NOT allow anything to rest on the power cord and DO NOT place the
power cord in an area where it can be stepped on.

DO NOT use BiGuard 50G in environments with high humidity or high
temperatures.

DO NOT use the same power source for BiGuard 50G as other equipment.

DO NOT use your BiGuard 50G and any accessories outdoors.

If you wall mount your BiGuard 50G, make sure that no electrical, water or gas
pipes will be damaged during installation.

DO NOT install or use your BiGuard 50G during a thunderstorm.

DO NOT expose your BiGuard 50G to dampness, dust, or corrosive liquids.

DO NOT use your BiGuard 50G near water.

Be sure to connect the cables to the correct ports.

DO NOT obstruct the ventilation slots on your BiGuard 50G or expose it to direct
sunlight or other heat sources. Excessive temperatures may damage your
device.

DO NOT store anything on top of your BiGuard 50G.

Only connect suitable accessories to your BiGuard 50G.

Keep packaging out of the reach of children.

If disposing of the device, please follow your local regulations for the safe

disposal of electronic products to protect the environment.
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Chapter 1: Introduction « - { Formatted: Justified

1.1 Overview

Congratulations on purchasing BiGuard 50G Router from Billion. Combining a router
with an Ethernet network switch, BiGuard 50G is a state-of-the-art device that
provides everything you need to get your network connected to the Internet over
your Cable or DSL connection quickly and easily. The Quick Start Wizard and DHCP
Server will get first-time users up and running with minimal fuss and configuration,
while sophisticated Quality of Service (QoS) and Load Balancing features grant

advanced users total control over their network and Internet connection.

This manual illustrates the many features and functions of BiGuard 50G, and even
takes you through the various ways you can apply this versatile device to your home

or office. Take the time now to familiarize yourself with BiGuard 50G.

1.2 Product Highlights

1.2.1 Increased Bandwidth, Scalability and Resilience

With integrated Dual WAN ports, BiGuard 50G combines two broadband lines such
as DSL or Cable into one Internet connection, providing optimal bandwidth sharing
for multiple PCs on your network, or allowing maximum reliability with network
redundancy. Load Balancing enables BiGuard 50G to efficiently balance network
traffic across two connections, ideal for small-to-medium businesses that require
increased bandwidth, network scalability, and resilience for mission-critical network
and Internet applications. Auto failover can also be configured to ensure smooth,
continuous service should one connection fail, providing maximum business uptime

and productivity, plus uninterrupted service for you and your customers.

1.2.2 Virtual Private Network Support

BiGuard 50G supports comprehensive IPSec & PPTP VPN protocols for businesses to
establish private encrypted tunnels over the Internet to ensure data transmission
security among multiple sites, such as a branch office or dial-up connection. IPSec
VPN is up to 30 simultaneous IPSec VPN connections are possible on BiGuard 50G,

with performance of up to 30Mbps. PPTP VPN is up to 4 simultaneous PPTP VPN
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connections are possible on BiGuard 50G, with performance of up to 10Mbps.
1.2.3 Advanced Firewall Security

Aside from intelligent broadband sharing, BiGuard 50G offers integrated firewall
protection with advanced features to secure your network from outside attacks.
Stateful Packet Inspection (SPI) determines if a data packet is permitted to enter
the private LAN. Denial of Service (DoS) prevents hackers from interrupting
network services via malicious attacks. In addition, BiGuard 50G firewall can be
configured to alert you via email should your network come under fire, offering both

tight network security and peace of mind.
1.2.4 Intelligent Bandwidth Management

BiGuard 50G utilizes Quality of Service (QoS) to give you full control over the
priority of both incoming and outgoing data, ensuring that critical data such as
customer information moves through your network, even while under a heavy load.
Transmission speeds can be throttled to make sure users are not saturating
bandwidth required for mission-critical data transfers. Priority types of upload data
can also be changed, allowing BiGuard 50G to automatically sort out actual speeds

for unmatched convenience.

1.3 Package Contents

BiGuard 50G iBusiness Security Gateway SMB
Getting Started CD-ROM

Quick Start Guide

AC-DC Power Adapter (12VDC, 1A)

1.3.1 Front Panel

BILLION

BiGuard 50

12



Power | A solid light indicates a steady connection to a power
source.

Status | A blinking light indicates the device is writing to flash

memory.
LAN Lit when connected to an Ethernet device.
1-4 10/100M : Lit green when connected at 100Mbps.
Not lit when connected at 10Mbps.
Link/Z/ACT: Lit when device is connected.

Blinking when data is transmitting/receiving.

WAN1 |Lit when connected to an Ethernet device.

10/100M : Lit green when connected at 100Mbps.
Not lit when connected at 10Mbps.

Link/ACT: Lit when device is connected.

Blinking when data is transmitting/receiving.

WANZ2 | Lit when connected to an Ethernet device.

10/100M : Lit green when connected at 100Mbps.
Not lit when connected at 10Mbps.

Link/ZACT: Lit when device is connected.

Blinking when data is transmitting/receiving.

13



1.3.2 Rear Panel

ANTENMNA WANZ  WAaN

Wireless .
1 One detachable 2.4GHz 5dbi SMA antenna
Antenna
WAN2 10/100M Ethernet port (with auto
2 WAN2 crossover support); connect xDSL/Cable
modem here.
WAN1 10/100M Ethernet port (with auto
3 WAN1 crossover support); connect xDSL/Cable
modem here.
LAN Connect a UTP Ethernet cable (Cat-5 or
4 Cat-5e) to one of the eight LAN ports when
1—4 connecting a PC to the network.
To reset the device and restore factory
default settings, after the device is fully
5 RESET .
booted, press and hold RESET until the
Status LED begins to blink.
6 DC12v Connect DC Power Adapter here. (12VDC)
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1.3.4 Cabling

Most Ethernet networks currently use unshielded twisted pair (UTP) cabling. The
UTP cable contains eight conductors, arranged in four twisted pairs, and terminated

with an RJ45 type connector.

One of the most common causes of networking problems is bad cabling. Make sure
that all connected devices are turned on. On the front panel of BiGuard 50G, verify
that the LAN link and WAN line LEDs are lit. If they are not, check to see that you are

using the proper cabling.
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Chapter 2: Router Applications
2.1 Overview

Your BiGuard 50G router is a versatile device that can be configured to not only
protect your network from malicious attackers, but also ensure optimal usage of
available bandwidth with Quality of Service (QoS) and both Inbound and Outbound
Load Balancing. Alternatively, BiGuard 50G can also be set to redirect incoming and
outgoing network traffic with the Fail Over capability, ensuring minimal downtime

and increased reliability.
The following chapter describes how BiGuard 50G can work for you.
2.2 Bandwidth Management with QoS

Quality of Service (QoS) gives you full control over which types of outgoing data
traffic should be given priority by the router. By doing so, the router can ensure that
latency-sensitive applications like voice, bandwidth-consuming data like gaming
packets, or even mission critical files efficiently move through the router even under
a heavy load. You can throttle the speed at which different types of outgoing data
pass through the router. In addition, you can simply change the priority of different

types of upload data and let the router sort out the actual speeds.
2.2.1 QoS Technology

QoS generally involves the prioritization of network traffic. QoS is comprised of
three major components: Classifier, Meter, and Scheduler. Each of these
components has a distinct role in ensuring that incoming and outgoing data is

managed according to user specifications.

The Classifier analyses incoming packets and marks each one according to
configured parameters. The Meter communicates the drop priority to the Scheduler
and measures the temporal priorities of the output stream against configured
parameters. Finally, the Scheduler schedules each packet for transmission based on

information from both the Classifier and the Meter.
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2.2.2 QoS Policies for Different Applications

By setting different QoS policies according to the applications you are running, you
can use BiGuard 50G to optimize the bandwidth that is being used on your network.

Restricted PC
As illustrated in the diagram above, applications such as Voiceover IP (VolIP) require

low network latencies to function properly. If bandwidth is being used by other
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applications such as an FTP server, users using VolP will experience network lag
and/or service interruptions during use. To avoid this scenario, this network has
assigned VolP with a guaranteed bandwidth and higher priority to ensure smooth
communications. The FTP server, on the other hand, has been given a maximum
bandwidth cap to make sure that regular service to both VolP and normal Internet

applications is uninterrupted.

2.2.3 Guaranteed / Maximum Bandwidth

Setting a Guaranteed Bandwidth ensures that a particular service receives a
minimum percentage of bandwidth. For example, you can configure BiGuard 50G to
reserve 10% of the available bandwidth for a particular computer on the network to

transfer files.

Alternatively you can set a Maximum Bandwidth to restrict a particular application
to a fixed percentage of the total throughput. Setting a Maximum Bandwidth of 20%
for a file sharing program will ensure that no more than 20% of the available

bandwidth will be used for file sharing.

[ Formatted: Normal, Justified ]

Quality of Service i
Add QoS Rule /| Deleted: 1
Interface WAN1 Qutbound s“ || <sp=
Zz:::::; | Quality of Service
e — ' | Add QoS Rule
Priority - | Interface
DSCP Marking Disable v ) Application
Address Type ®IP Address (O MAC Address (f‘ ‘ Packet Type
Bandwidth Type (%) Shared Bandwidth ! Bandwidth per Source IP Address ! Guaranteed
Source IP Address Range From | 192.168.100.1 To | 192.168.100.100 ‘f Maximum
Destination IP Address Range From (0.0.0.0 To | 255.255 255 255 ‘; Priority
Protocol Any ¥ “ DSCP Marking
Source Port Range Helper ¢ From To ‘w“ Address Type
Destination Port Range Helper © From To j‘ Source IP Address Range
Eeice Any & ““ Destination IP Address Range
Schedule Candidates @ “Always ‘ Source Port Range
W ““ Destination Port Range

2.2.4 Policy Based Traffic Shaping
Policy Based Traffic Shaping allows you to apply specific traffic policies across a

range of IP addresses or ports. This is particularly useful for assigning different

policies for different PCs on the network. Policy based traffic shaping lets you better

18



manage your bandwidth, providing reliable Internet and network service to your
organization.

Quality of Service

Add QoS Rule
Interface WANT Qutbound
Application FTP
Guaranteed 10 %
Maximum 20 %
Priority 6 (Lowest)
DSCP Marking Disable v
Address Type ®IP Address O
Bandwidth Type ared Bandwidth ) Bandwidth per Source IP Address

Source [P Address Range From |192.168.100.1 To 192.168.100.100

From |0.0.0.0 To |255.255 255 255
Any ¥

Destination IP Address Range

Protocol

Source Port Range  Helper © From

Destination Port Range Helper ©

DSCP Any
Schedule Candidates @ “Always
Apply

2.2.5 Priority Bandwidth Utilization

Assigning priority to a certain service allows BiGuard 50G to give either a higher or
lower priority to traffic from this particular service. Assigning a higher priority to an

application ensures that it is processed ahead of applications with a lower priority
and vice versa.
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Quality of Service

Schedule Candidates

Add QoS Rule
Interface WAN1T Outbound
Application FTP
Guaranteed 10 %
Maximum

Prionty 3 (Mormal) |+
0 (Highest) -

1

DSCP Marking
Address Type 2 O MAC Address
Bandwidth Type 1width () Bandvfdth per Source IP Address

Source |P Address Range 5 1001 To |192 168 100 100
Destination IP Address Range 8 (Lowsst) To|255.255 255 255
Protocol Any v

Source Port Range Helper © From To

Destination Port Range Helper © From To

DSCP Any v

*Always

Quality of Servi
Add Qo5 Rule
Interface
Application
Packet Type
Guaranteed
Maximum
Priority
DSCP Marking
Address Type
Source IP Address Rar
Destination IP Address
Source Port Range
Destination Port Range

Deleted:

Apply

2.2.6 Management by IP or MAC address

BiGuard 50G can also be configured to apply traffic policies based on a particular IP

or MAC address. This allows you to quickly assign different traffic policies to a

specific computer on the network.

Quality of Service

Add Qo5 Rule
Interface WAN1 Outbound
Application FTP
Guaranteed 10 o
Maximum 20 %

Priority v
Disable v

DSCP Marking
Address Type

Bandwidth Type

Source |P Address Range
Destination IP Address Range

@IP Address O MAC Address

(3) Shared Bandwidth ) Bandwidth per Source IP Address
To [192.168.100.100

To |255.255 255 255

From | 192 168.100.1
From [0.0.0.0

Protocol
Source Port Range Helper ©

Destination Port Range Helper ©

DscP
Schedule Candidates @

Apply

“Always

Quality of Serv
: Add Qo5 Rule
Interface

“ Application

Packet Type
Guaranteed
Maximum

Priority

Address Type

“ Source MAC Address
“ Source Port Range
“ Destination Port Rang

) Deleted: | APPIY

DiffServ (DSCP Marking)

DiffServ (a.k.a. DSCP Marking) allows you to classify traffic based on |

20
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used to decide how packets should be treated, and is a useful

precedence to varying types of data.

Quality of Service

Add Qo5 Rule
Interface WAN1 Outbound
Application FTP
Guaranteed 10 %%
Maximum 20 %
Priority 3 (Normal) +
DSCP Marking Disable v
Address Type : Address
Bandwidth Type Premium
Source IP Address Range gg:g gzx:g:?ﬁ}

Gold semvice(H)
Silver senice(L)
Silver senvice(M)
Silver service(H)
Bronze semvice(lL)

Destination IP Address Range
Protocol

Source Port Range Helper ©
Destination Port Range  Helper €&
DSCP

Schedule Candidates©

Apply

Always

Bronze senice(M)
Bronze senice(H)

(O Bandwidth per Source IP Address

To|192.168.100.100
To |255.255 255 255

To
To

tool to give

2.2.8 bsckP (Matching

Just like the DSCP Marking, DSCP is used on traffics (Both inbound rules and®

outbound rules have DSCP matching). DSCP matching is used to identify traffic for
the rule. (Itis just like what source IP and destination IP do). When this option of the
QoS rule is selected, the QoS rule will only be applied to the packets whose DSCP

field’s IP header matches the criteria selected. These markings can be used to

identify traffic within the network.

2.3 Outbound Traffic

This section outlines some of the ways you can use BiGuard 50G to manage

outbound traffic.

2.3.1 Outbound Fail Over

Configuring BiGuard 50G for Outbound Fail Over allows you to ensure that outgoing

traffic is uninterrupted by having BiGuard 50G default to WAN2 should WAN1 fail.
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230100100 1

15t Cpnnection

ISP

192.168.2.2 .

2" connection

192 168.2.3
213.10.10.2

0000000

In the above example, PC 1 (IP_192.168.2.2) and PC 2 (IP_192.168.2.3) are
connected to the Internet via WAN1 (IP_230.100.100.1) on BiGuard 50G. Should
WANL1 fail, Outbound Fail Over tells BiGuard 50G to reroute outgoing traffic to WAN2
(IP_213.10.10.2). Configuring your BiGuard 50G for Outbound Fail Over provides a

more reliable connection for your outgoing traffic.
Please refer to appendix H for example settings.
2.3.2 Outbound Load Balancing

Outbound Load Balancing allows BiGuard 50G to intelligently manage outbound

traffic based on the amount of load of each WAN connection.

192.168.2. diibiiiinl)

230.100.100.1
——————

1592.168.2.1

In the above example, PC 1 (IP_192.168.2.2) and PC 2 (IP_192.168.2.3) are
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connected to the Internet via WAN1 (IP_230.100.100.1) and WAN2
(IP_213.10.10.2) on BiGuard 50G. You can configure BiGuard 50G to balance the

load of each WAN port with one of two mechanisms:

1. Session (by session/by traffic/weight of link capability)
2. IP Hash (by traffic/weight of link capability)

The IP Hash mechanism will ensure that the traffic from the same source IP address
and destination IP address will go through the same WAN port. This is useful for
some server applications that need to identify the source IP address of the client.
By balancing the load between WAN1 and WAN2, your BiGuard 50G can ensure that
outbound traffic is efficiently handled by making sure that both ports are equally
sharing the load, preventing situations where one port is completely saturated by
outbound traffic.

Please refer to appendix H for example settings.

2.4 Inbound Traffic

Learn how BiGuard 50G can handle inbound traffic in the following section.

23



2.4.1 Inbound Fail Over

Configuring BiGuard 50G for Inbound Fail Over allows you to ensure that incoming
traffic is uninterrupted by having BiGuard 50G default to WAN2 should WAN1 fail.

19216522

fip fip.billion dydms.org

ﬁp.tilliun.dyng!'u.nm

FTp | | RS

192 1658 .23
HITP -

Before Fait Over Ramote Access from hrtemet
192165822
" ftp fip.billion dydre=.org
FIP e
192 1658.2.3
e .billion.dyndnxorg

HITP Romote Access from Jntermet

Alter Fail Over

In the above example, an FTP Server (IP_192.168.2.2) and an HTTP Server
(IP_192.168.2.3) are connected to the Internet via WAN1 (ftp.billion.dyndns.org)
on BiGuard 50G. A remote computer is trying to access these servers via the
Internet. Under normal circumstances, the remote computer will gain access to the
network via WAN1. Should WANL1 fail, Inbound Fail Over tells BiGuard 50G to
reroute incoming traffic to WAN2 by using the Dynamic DNS mechanism.
Configuring your BiGuard 50G for Inbound Fail Over provides a more reliable

connection for your incoming traffic.

Please refer to appendix H for example settings.
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2.4.2 Inbound Load Balancing

Inbound Load Balancing allows BiGuard 50G to intelligently manage inbound traffic

based on the amount of load of each WAN connection.

192.168.2.2 m

v bijlli on 2. dynidnx.org

wamw. billiond. dyndns.org

Remote Access from internet

In the above example, an FTP server (IP_192.168.2.2) and an HTTP server
(IP_192.168.2.3) are connected to the Internet via WAN1
(www.billion2.dyndns.org) and WAN2 (www.billion3.dyndns.org) on BiGuard 50G.
Remote PCs are attempting to access the servers via the Internet. Using Inbound
Load Balancing, BiGuard 50G can direct incoming requests to the correct WAN port
based on group assignment. For example, a sales force can be directed to
www.billion2.dyndns.org, while the R&D group can access www.billion3.dyndns.org.
By balancing the load between WAN1 and WAN2, your BiGuard 50G can ensure that
inbound traffic is efficiently handled with both ports equally sharing the load,
preventing situations where service is slow because one port is completely

saturated by inbound traffic.

Please refer to appendix H for example settings.
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2.5 DNS Inbound

Using DNS Inbound is a great way to intelligently direct network traffic.

DNS Inbound is a three step process. First, a DNS request is made to the router via
a remote PC. BiGuard 50G, based on settings specified by the user, will direct the
requesting PC to the correct WAN port by replying the selected WAN IP address
through the built-in DNS server. The remote PC then accesses the network via the
specified WAN port. How BiGuard 50G directs this traffic through the built-in DNS

server depends on whether it is configured for Fail Over or Load Balancing.

Learn how to make DNS Inbound on BiGuard 50G work for you in the following

section.
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2.5.1 DNS Inbound Fail Over

BiGuard 50G can be configured to reply the WAN2 IP address for the DNS domain

name request should WANL1 fail.

Avhorriaive Doman e Sorver

19216822 200.200.200.1
Wi Ty darmain, corm

15t cannection

FTP
OMS
: luilt-in DNS
1921882 ' 2% Cnnnection 2002002001
HTTR Before Fail Over
192.168.2.2
FTRE e [Ty dOmain. com
: (L] i ONS
197 1662 3 2o connection
100.100.100.1 1001001001
HTTPR

Affer Fail Over

In the above example, an FTP Server (IP_192.168.2.2) and an HTTP Server
(IP_192.168.2.3) are connected to the Internet via WAN1 (IP_200.200.200.1) on
BiGuard 50G. A remote computer is trying to access these servers via the Internet,
and makes a DNS request. The DNS request (www.mydomain.com) will be sent

through WAN1 (200.200.200.1) to the built-in DNS server. The DNS server will reply

200.200.200.1 because this is the only active WAN port. Should WANL1 fail, BiGuard
50G will instead reply with WAN2’s IP address (100.100.100.1), and the remote PC
will gain access to the network via WAN2. By configuring BiGuard 50G for DNS
Inbound Fail Over, incoming requests will enjoy increased reliability when accessing

your network.

Please refer to appendix H for example settings.
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2.5.2 DNS Inbound Load Balancing

DNS Inbound Load Balancing allows BiGuard 50G to intelligently manage inbound
traffic based on the amount of load of each WAN connection by assigning the IP

address with the lowest traffic load to incoming requests.

Aiiorilainve D i Name Sove

NS5 Reauest
102.168.2.2 2002002001

M wianna (T d OFTIAIN, COMm

N2
19218223  Huilt-in DNS
b 1001001001 200.200.200.1

Heavy load on WAN 2

200.200.2001

FTF DNS Repl

HTTP

192462822

‘:HS Reauest

FTP ,lnfefne'f i T OImain, corm
N b DNS Repl
19218222  Huilt-in DNS ﬂ
100.100.100.1 100.100.100.1
HTTR

Heavy load on WAN 1

In the above example, an FTP server (IP_192.168.2.2) and an HTTP server
(IP_192.168.2.3) are connected to the Internet via WAN1 (IP_200.200.200.1) and
WAN2 (IP_100.100.100.1) on BiGuard 50G. Remote PCs are attempting to access
the servers via the Internet by making a DNS request, entering a URL
(www.mydomain.com). Using a load balancing algorithm, BiGuard 50G can direct
incoming requests to either WAN port based on the amount of load each WAN port
is currently experiencing. If WAN2 is experiencing a heavy load, BiGuard 50G
responds to incoming DNS requests with WAN1. By balancing the load between
WAN1 and WAN2, your BiGuard 50G can ensure that inbound traffic is efficiently
handled, making sure that both ports are equally sharing the load and preventing
situations where service is slow because one port is completely saturated by

inbound traffic.
Please refer to appendix H for example settings.
A typical scenario of how traffic is directed with DNS Inbound Load Balancing is

illustrated below:
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11 HTTP Reply 5 DNS Reply
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1 DNS Request

6 HTTP Request
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URL Host Map DNS Server
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v

Bandwidth Monitor

HTTP Server

In the example above, the client is making a DNS request. The request is sent to the
DNS server of BiGuard 50G through WAN2 (1). WAN2 will route this request to the
embedded DNS server of BiGuard 50G (2). BiGuard 50G will analyze the bandwidth
of both WAN1 and WAN2 and decide which WAN IP to reply to the request (3). After
the decision is made, BiGuard 50G will route the DNS reply to the user through
WAN2 (4). The user will receive the DNS reply with the IP address of WAN1 (5). The
browser will initiate an HTTP request to the WAN1 IP address (6). The HTTP request
will be send to BiGuard 50G’s URL Host Map (7). The Host Map will then redirect the
HTTP request to the HTTP server (8). The HTTP server will reply (9). The URL Host
Map will route the packet through WAN1 to the user (10). Finally, the client will
receive an HTTP reply packet (11).
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2.6 Virtual Private Networking

A Virtual Private Network (VPN) enables you to send data between two computers
across a shared or public network in a manner that emulates the properties of a
point-to-point private link. As such, it is perfect for connecting branch offices to

headquarters across the Internet in a secure fashion.

The following section discusses Virtual Private Networking with BiGuard 50G.

2.6.1 General VPN Setup

There are typically three different VPN scenarios. The first is a Gateway to

Gateway setup, where two remote gateways communicate over the Internet via a

secure tunnel.

100.100.100.1 20020020041

rrrrrr—— W [
TR . el i bbbl 192168 3x

( Saecure Tunnel !

The next type of VPN setup is the Gateway to Multiple Gateway setup, where one
gateway (Headquarters) is communicating with multiple gateways (Branch Offices)

over the Internet. As with all VPNs, data is kept secure with secure tunnels.

200.200.2001
“Hrrrrre——————

[

Secure Tunnel 192,168 3%
00.100.100.1
————
192.168.2.%
‘ Secure Tunnel l
201.201.201.0
B R
192.168. 4%

The final type of VPN setup is the Client to Gateway. A good example of where this
can be applied is when a remote sales person accesses the corporate network over

a secure VPN tunnel.

30



100100100, my D .dyndns.ory
M M
192.168.2.x i_

Secure Tunnel

BiGuard Client

VPN provides a flexible, cost-efficient, and reliable way for companies of all sizes to
stay connected. One of the most important steps in setting up a VPN is proper
planning. The following sections demonstrate the various ways of using BiGuard
50G to setup your VPN.

2.6.2 VPN Planning - Fail Over

Configuring your VPN with Fail Over allows BiGuard 50G to automatically default to
WANZ2 should WAN1 fail.

192168 2%

iguard. billion.co 1921683 x
A 200.200.200.1

BiGuard 50G (} Y HiGiuard 10

Before Fail Over

192.168.3.%
200.200.200.1

e
biguard. billion. com .
BiGuard 50G O BiG uard 10

192.168.2.%

After Fail Over

Because the dynamic domain name biguard.billion.com is configured for both WAN1
and WAN2, the active WAN port will announce the domain name through the WAN IP
address. The remote gateway will then be able to connect to the VPN through the

domain name.

In this Gateway to Gateway example, BiGuard 50G is communicating to a remote
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gateway using WAN1 through a secure VPN tunnel. Should WAN1 fail, outbound
traffic from BiGuard 50G will automatically be redirected to WAN2. This process is
completely transparent to the remote gateway, as BiGuard 50G will automatically
update the domain name (biguard.billion.com) with the WAN2 IP address.
Configuring a Gateway to Multiple Gateway setup with Fail Over is similar, as shown

below:

A0 A00 400 1 BiGuerd10 g5 qm0.2.

192 168 2x biguard. billion. comm
w
BiGuard 50G [ BiGuardl0 g5 j6e4:

Before Fail Over

7

BiGuard 506G biguard.billion. com mﬂﬂ Hitzuareh 0

BiG

00, 100.100.1

102 1623

192168 2.

Configuring BiGuard 50G for Fail Over provides added reliability to your VPN.
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2.6.3 Concentrator

The VPN Concentrator provides an easy way for branch offices to connect to
headquarter through a VPN tunnel. All branch office traffic will be redirected to the
VPN tunnel to headquarter with the exception of LAN-side traffic. This way, all
branch offices can connect to each other through headquarter via the headquarter’s
firewall management. You can also configure BiGuard 50G to function as a VPN

Concentrator:

Please refer to appendix H for example settings.

Local subnet: 19216220

Local subnet: 00.0.0
Local mash: 255,255 255.0

Local mask: 0.0.0.0
Remote subnet 0.0.00

Remote subnet: 15215220
M0z002001 Remote mask: 0.00.0

Remote mash: 255.258.255.0 l . 192 683 x

i L. ] -
\.} ;oo H HiGuard 10
192 68,2, 100,100,100 1 M .
Facerernnnny 314
BiGuard 50G a R R G
Local subnet: 00.0.0 sassd w
pealsubne P 182,168 4
2012012011 RiG %1?
Local mask: 00.0.0 Localsulbnlé!t? 2 524.0
Remote subnet: 19216240 Local mash: 225 255,255 0
Remote mask: 255 26625560 Remote subnet: 0.00.0

Remote mask: 0.00.0
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Chapter 3: Getting Started

3.1 Overview

BiGuard 50G is designed to be a powerful and flexible network device that is also
easy to use. With an intuitive web-based configuration, BiGuard 50G allows you to
administer your network via virtually any Java-enabled web browser and is fully
compatible with Linux, Mac OS, and Windows 98/Me/NT/2000/XP operating

systems.

The following chapter takes you through the very first steps to configuring your
network for BiGuard 50G. Take a look and see how easy it is to get your network up

and running.

3.2 Before You Begin

BiGuard 50G is a flexible and powerful networking device. To simplify the
configuration process and increase the efficiency of your network, consider the

following items before setting up your network for the first time:

1. Plan your network

Decide whether you are going to use one or both WAN ports. For one WAN port, you
may need a fully qualified domain name either for convenience or if you have a
dynamic IP address. If you are going to use both WAN ports, determine whether you
are going to use them in fail over mode for increased network reliability or load
balancing mode for maximum bandwidth efficiency. See Chapter 2: Router

Applications for more information.

2. Set up your accounts

Have access to the Internet and locate the Internet Service Provider (ISP)
configuration information. Each BiGuard 50G WAN port must be configured
separately, whether you are using a separate ISP for each WAN port or are having

the traffic of both WAN ports routed through the same ISP.

3. Determine your network management approach
BiGuard 50G is capable of remote management. However, this feature is not active
by default. If you reset the device, remote administration must be enabled again. If

you decide to manage your network remotely, be sure to change the default
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password for security reason.

4. Prepare to physically connect BiGuard 50G to Cable or DSL modems and a

computer.

Be sure to also review the Safety Warnings located in the preface of this manual

before working with your BiGuard 50G.

3.3 Connecting Your Router

Connecting BiGuard 50G is an easy three-step process:

1. Connect BiGuard 50G to your LAN by connecting Ethernet cables from your

networked PCs to the LAN ports on the router. Connect BiGuard 50G to your

broadband Internet connection via router’s WAN port.

ANTENNA WAN2

2. Plug BiGuard 50G to an AC outlet with the included AC Power Adapter.

ANTENNA

3. Ensure that the Power and WAN LEDs are solidly lit, and that on any LAN port that
has an Ethernet cable plugged in the LED is also solidly lit. The Status LED will
remain solid as the device boots. Once the boot sequence is complete, the LED will
shut off, indicating that BiGuard 50G is ready.

If the router does not power on, please refer to Chapter 5: Troubleshooting for

possible solutions.
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3.4 Configuring PCs for TCP/IP Networking

Now that your BiGuard 50G is connected properly to your network, it’s time to

configure your networked PCs for TCP/IP networking.

In order for your networked PCs to communicate with your router, they must have

the following characteristics:

1. Have a properly installed and functioning Ethernet Network Interface Card (NIC).
2. Be connected to BiGuard 50G, either directly or through an external repeater hub
via an Ethernet cable.

3. Have TCP/IP installed and configured with an IP address.

The IP address for each PC may be a fixed IP address or one that is obtained from a
DHCP server. If using a fixed IP address, it is important to remember that it must be
in the same subnet as the router. The default IP address of BiGuard 50G is
192.168.1.254 with a subnet mask of 255.255.255.0. Using the default
configuration, networked PCs must reside in the same subnet, and have an IP
address in the range of 192.168.1.1 to 192.168.1.253. However, you'll find that the
quickest and easiest way to configure the IP addresses for your PCs is to obtain the

IP addresses automatically by using the router as a DHCP server.
If you are unable to access the web configuration interface, check to see if you have
any software-based firewalls installed on your PCs, as they can cause problems

accessing the 192.168.1.254 IP address of BiGuard 50G.

The following sections outline how to set up your PCs for TCP/IP networking. Refer

to the applicable section for your PC’s operating system.

3.4.1 Overview

Before you begin, make sure that the TCP/IP protocol and a functioning Ethernet

network adapter is installed on each of your PCs.

The following operating systems already include the necessary software

components you need to install TCP/IP on your PCs:
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- Windows 95/98/Me/NT/2000/XP
- Mac OS 7 and later

If you are using Windows 3.1, you must purchase a third-party TCP/IP application

package.

Any TCP/IP capable workstation can be used to communicate with or through
BiGuard 50G. To configure other types of workstations, please consult the

manufacturer’s documentation.
3.4.2 Windows XP

3.4.2.1 Configuring

1. Select Start > Settings > Network Connections.

5]

e’ Sek Program Access and Defaulks

@ Windows Catalog

% Windows Update

l Prograrns

4 Documents

G- Control Panel

Ine

Search -
104 Printers and Faxes

Displays existing network connections on this computer and
Help and Support Gl Taskber and Start Hernu helps you create new ones

Run...

Log OFf Benna Hong. ..

Windows XP Professional

m Turn Off Computer,,.

i4 start

2. In the Network Connections window, right-click Local Area Connection and

select Properties.
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" ™ Network Connections

File Edit View Favortes Tools Advanced Help

Dok - @ | POseach 7 roders | [T~

Address | € Netwark Connections

A LANor High-épeed Internet

Network Tasks
Create a new

connection G

% Set up a home ar small Disable

affice network Status

Disable this netwaork Repair

device 7 -
Repair this connection Bridge Connections
Rename this connection Create Shortout

View status of this Delote
connection - Rename
Change settings of this

connection
Other Places

3 control Panel
& iy Network Places
() My Documents
&g My Computer

Details

Local Area Connection
LAN or High-Speed Internst

FEMrMECEE T
For Help, click Help Topics on the Help Menu. 230,518
74 start W 1-Paint

3. Select Internet Protocol (TCP/IP) and click Properties.

on Properties

General | Authentication || .-'-\dvanced|

Connect using:

| H& NYIDIA nForce Mebworking Controller |

Thiz connection uses the following items:

g Client for Microgoft Metwork:

Q File and Printer Sharing for Microsaoft Nebwaork s
QQDS Packet Scheduler

Intermet P s

Inztall . Urinztall

Dezcription

Tranzmizsion Control Protocol/nternet Protocol. The default
wide area nebwark pratacal that pravides caommunication
across diverse interconnected networks,

Show icon in notification area when connected

[ Ok ][ Cancel ]

4a. To have your PC obtain an IP address automatically, select the Obtain an IP
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address automatically and Obtain DNS server address automatically radio

buttons.

Internet Protocol (TCP/IP) Properties

General | Alermmate Configuration

ou can get [P zettings assigned autormatically if your network, supports
thiz capability. Otherwize, pou need to ask vour network,. administrator For
the appropriate |F settings.

=) Obtain an |IF address automatically
{3 Uze the following IP address:

idbtain DMS server address automaticalid

0 Use the following DMNS server addresses:

I Ok ] [ Cancel ]

4b. To manually assign your PC a fixed IP address, select the Use the following IP
address radio button and enter your desired IP address, subnet mask, and default
gateway in the blanks provided. Remember that your PC must reside in the same
subnet mask as the router. To designate a DNS server, select the Use the following

DNS server and fill in the preferred DNS address.

Internet Protocol (TCP/IP) Properties

General

“r'ou can get I[P zettings azsigned automatically if your network. supports
thiz capability. Othenwize, pou need to azk pour network, administrator for
the appropriate I[P zettings.

() Obtain an IP address automatically
(® Uze the following IF address:

1P address: 192 .12 . 1 . 100
Subret mask: 255 255 255 0O |
Default gateviay: 1@z 1B® . 1 . 254

(®) Usge the fallowing DNS server addresses:

Frefered DMS zerver: 192 168 . 1 . 254

Alternate DMNS server:

[ k. ] [ Cancel ]

5. Click OK to finish the configuration.
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3.4.2.2 Verifying Settings
To verify your settings using a command prompt:

1. Click Start > Programs > Accessories > Command Prompt.

1) Accessbilty
I Cammunications
) Entertainment
1) System Tools
) Address Book.

'\7' LEFIED -
St 2 Calculator
v nand Prompt
_’-;} Notepad

Y Paint
@) Program Compatibiity Wizard
9 Synchronize

& Tour Windows %P

12 Windows Explorer

W Windows Movie Maker

4 wordpad

@ et Program Access and Defaults

B2 Windows Catalog

% Windaws Lipdate

rﬂ Programs

Camtasia Studio 2 3
|4 Documents ¥ i) Coder Pack + .
i) Games »
G) Settings v
1) Realtek Sound Manager  »
,..J Search »|IE) Startup »

& Internet Explorer
W® MM Explorer
[5) Outlock Express

) Help and Support

Run...
. Remote Assistance
& windows Media Player

4% windows Messenger

Log OFf Benno Hona. ..
B o off computer. .

fastart  [Wlekan X : B

Windows XP Professional
i@

2. In the Command Prompt window, type ipconfig and then press ENTER.

Command Prompt

Microsoft Windows KP [Uersion 5.1.26881
(C» Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settings“Benno HongXipconfig_

If you are using BiGuard 50G’s default settings, your PC should have:
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- An IP address between 192.168.1.1 and 192.168.1.253
- A subnet mask of 255.255.255.0

mmand Prompt

Microsoft Windows EP [Uersion 5.1.26881
(C> Copyright 1985-28A1 Microsoft Corp.

C:=“Documents and Settings“Benno HongXipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

IP Address. . . . . - . . . . . 192.168.1.1808
Subnet Mask . . . . . . . . . . 255.255.255.8
Default Gateway - . . . . . . . 192 .168.1.254

C:=“Documents and Settings“Benno HongX

To verify your settings using the Windows XP GUI:

1. Click Start > Settings > Network Connections.

@ et Program Access and Defaults

B2 Windows Catalog

% Windaws Lipdate

Programs

Documents

Search

L
.y Frinters and Faxes

Help and Suppart [, Taskbar and Start Menu

Run...

Log OFF Benno Hong. .

nmand Prompt
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2. Right click one of the network connections listed and select Status from the

pop-up menu.

. Sinisnl

File Edit View Favortes Tools Advanced Help

Dok - @ | POseach 7 roders | [T~

#| _LAN or High-Speed Internet
Network Tasks

Create o new

connection A o | oedio
& e e
office network B
& Disable this network cha
e Bridge Connections
&, Repair this connection
Wi Rename this connection Croats Shorteut
& View status of this
connection
Change settings of this
connection

Renamnz

Properties

Other Places

3 control Panel
& iy Network Places
() My Documents
&g My Computer

Details

Local Area Connection
LAN or High-Speed Internst

3. Click the Support tab.

cal Area Connection Status

General | Support |

Connection
Statug Conrected
Drurahion: 2 daysz 011502
Speed: 100.0 Mbps

Activity

FPackets: 1,535 | ME

[ Properties |[ Disable l
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If you are using BiGuard 50G’s default settings, your PC should:
- Have an IP address between 192.168.1.1 and 192.168.1.253
- Have a subnet mask of 255.255.255.0

i L ocal Area Connection Status

General | Support |

Interet Pratocal [TCRAR)

Address Type: Azzigned by DHCP
IP Address: 192.168.1.100
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.254

Details...

LClose

3.4.3 Windows 2000

3.4.3.1 Configuring

1. Select Start > Settings > Control Panel.

Windows Update

Pragrams

Dacuments

Settings E3 cControl Panel

. hetwork and Dial-up Connections
Printers
Help a Taskbar & Start Menu...

Search

Rur...

Shut Down, .

g
;
:
3
:
:
-
s
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2. In the Control Panel window, double-click Network and Dial-up Connections.

E3 Control Panel =10l x|
File Edit Wew Fawvaorites Tools Help ﬁ
4= Back ~ = | @Search Ly Folders 3 | fx 0z > = | Ed-

Address I@ Control Panel LI QGU

-

leg "3 E i &

L= Accessibiity  AddfRemove  add/Remowe  Administrative  Audktomakic
Control Panel Options Hardware Programs Tools Updates

]

2

Metwork and Dial-up Connections pgqj
Connecks bo other computers,

networks, and the Internst DatefTime Display Folder Options Fonts

Windows Update >

windows 2000 Support Q @ %)
Internet kKeyboard Licensing Mouse
Options

<

Y
s

MYIDIA niiew Phone and  Power Options Printers Regional

Desktop M... Modem ... Options
-
= 48

=) > -

-

Scanners and Scheduled Soundha Sounds and Swmantec

Zameras Tasks Multimedia Livelpdate

=l
Connecks to other computers, networks, and the Inkernet A
3. In Network and Dial-up Connections, double-click Local Area Connection.

[ Network and Dial-up Connections ] 3
File Edit “iew Favorites Tools Advanced Help | ]
4= Back ~ = - | Qhsearch [YFolders % | FrEglr Rl St | Ed~
Address I Metwork and Dial-up Connections j WGU

3 =1
L

i Make Mew
Network and Dial-up  Connection
Connections
Local Area Connection
Type: LAN Connection
Skatus: Enabled
3Com EtherLink XL 10/100 PCI Far
Complete PC Management MIC
(3CO05C-Ti)

|3Cc-m EtherLink ¥L 10/100 PCI For Complete PC Management MIC (3C905C-TxK) | i
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4. In the Local Area Connection window, click Properties.

Local Area Connection Status 2=l
General
— Connection
Statuz: Connected
Diuration: 4 dayz 21:19:24
Speed: 100.0 Mbps
— Activit
¢ =) .
Sent =—— =1 = Received
L
Packets: 932,400 I 1553647
" Froperties Disable |
Cloze |

5. Select Internet Protocol (TCP/I1P) and click Properties.

Local Area Connection Properties ed |

General | Sharing |

Connect uging:

I B 3Com Etherlink L 104100 PCI Far Complete PC Manage

Components checked are used by thiz connechion:

' File and Frinter Sharing for Microzoft Metworks ;I
- Metwork Moritor Diriver
Fnternet Protocaol [TCPAP]

1| | »

Inztall... Uninstall | Fropertiez |

— Description

Transmizzioh Control Protocol/nternet Protocol. The default
wide area netwark, protocal that provides communication
acrogs diverse interconnected networks.

¥ Show icon in taskbar when connected

(1] Cancel
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6a. To have your PC obtain an IP address automatically, select the Obtain an IP
address automatically and Obtain DNS server address automatically radio

buttons.

Internet Protocol {TCP/IP) Properties i |

General

'ou can get IP settings assigned automatically if pour nebwork. supports
thiz capability. Otherwize, pou need to ask vour network, administratar for
the appropriate P zettings.

' QObtain an IP address automatically

—{" Usze the follawing IP address:
IE addres=: I

Subret magk: I

D efault gateway: I

& Obtain DMNS server address autoraticall

— Uze the following DMS server addresses:

Ereferred DHE zerver: I

Alternate DS zemern: I

Advanced... I
aK I Cancel I

6b. To manually assign your PC a fixed IP address, select the Use the following IP
address radio button and enter your desired IP address, subnet mask, and default
gateway in the blanks provided. Remember that your PC must reside in the same
subnet mask as the router. To designate a DNS server, select the Use the following

DNS server and fill in the preferred DNS address.
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Internet Protocol {TCP/IP) Properties i |

General

¥ou can get [P settings azzighed automatically if pour nebwaork. supports
thiz capability. Othemwize. pyou need o azk pour network. adminiztrator for
the appropriate |IF zettings.

" Obtain an IP address automatically

—* illze the following IP addressi

1P addrezs: I 192 162 . 1 100
Subnet mask: I 285 285 255 .0 0
LDiefault gateway: I 192 168 . 1 . 254

) Obtain DS serven address autommatically

—* Usze the following DMS server addresses:

Preferred DMS zerver: I 192 168 . 1 . 254

Alternate DMS zerver: I

Advanced. . I
ok I Cancel I

7. Click OK to finish the configuration.
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3.4.3.2 Verifying Settings

1. Click Start > Programs > Accessories > Command Prompt.

Accessibility

Cornmunications
Entertainment
zames

Microsoft Script Debugger

* w v v w

System Tools

Address Book,

Calculator

ommand Prompt

Imaging

MNotepad

Paink

Synchronize

Windows Update

\Windows Explarer

3

Programs Iz ¥ waordpad
@ Administrative Tools  F

Documents b & Internet Explorer

) L;";l Cutlook Express

Settings 4 i
(53 RaidenFTPD >

Search 4 ¥

Help

Rurn...

CANERCESE 2NN 0 (7

Shut Down, ..

Windows 2000 Advanced Server

il start

2. In the Command Prompt window, type ipconfig and then press ENTER.

Command Prompt

crosoft Windows 2888 [Version 5.88.21951]
¢G> Copyright 1985-2088 Microsoft Corp.

C:Documents and Settings“Administratorripconfig,

If you are using BiGuard 50G’s default settings, your PC should have:
- An IP address between 192.168.1.1 and 192.168.1.253
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- A subnet mask of 255.255.255.0

Microsoft Windows 2888 [Uersion 5.688.21951]
(C>» Copyright 1985-200A Microsoft Corp.

C:“Documents and Settings“Administrator>ipconfig

Windows 2888 IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix H

IP Address. . . . . . . . t 192.168.1.1688
Subnet Mask . . . . . R i 255_255.255.8
Default Gateway . . . . : 192_168.1.254

C:“Documents and Settings“Administrator>

3.4.4 Windows 98 / Me

3.4.4.1 Installing Components

To prepare Windows 98/Me PCs for TCP/IP networking, you may need to manually
install TCP/IP on each PC. To do this, follow the steps below. Be sure to have your

Windows CD handy, as you may need to insert it during the installation process.

1. On the Windows taskbar, select Start > Settings > Control Panel.

windows Update

Programs
Favorites

LDiocuments

Fri
Taskbar & Start Menu..

Eolder Options...

Active Deskiop

‘Windows Update...
Log OF Mull

Shut Down...

|E<§Ji—mm 315 P
2. Double-click the Network icon. The Network window displays a list of installed

components.

49



E3 Control Panel M= E

J File Edit “iew Go Favortes Help |
s E = X -
Each Farward Up Cut Copy Paste Undo Delete  Properties Wiews
J Address I@ Contral Panel ;I
; — = %
" 44!
Add Mew Add/Remove  Dates/Time Desktop Dizplay Fonts Garne
Hardware Frograms Themes Controllers

Control Panel

ggﬁ:i’;;:as network hardware Internet Keyboard Modems Mouze Multimedia MWVIDIA nview
and software Optlions Desktop ba...
O 3
Microsoft Home % % @ @ (( )) g
Technical Support ODEC Data Pazswords Power Frinters Regional Sound Effect Sounds
Sources [32bit) b anagement Settings bt anager
= & &
Sl
Swpstem Telephony Users
Configures network hardware and software. tdy Computer

Metwork

Configuration I Identificationl Access I:Dntmll

The fallowing network, components are installed:

Microgoft Family Logon
H2 AD5SL Compary ADSL USE Modem
F2 ASUST ek /Broadcomn 440x 10100 Integrated Contraller

S8 Dial-p Adapter -
1| | 3

Add... | Eemaye | Eroperties |

Primary Metwork Logon;
Microgoft Family Logon j

File and Print Sharing. .. |

Description

0k I Cancel

You must have the following installed:
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- An Ethernet adapter
- TCP/IP protocol

- Client for Microsoft Networks

If you need to install a new Ethernet adapter, follow these steps:

a. Click Add.
Hetwork

Configuration I Identificatiunl Access D:untru:ull

The following hetwork, components are installed:

B Clicrk for Microsoft Metwork s

Microzaft Family Logon
B8 AD5SL Compary A0S USE Modern

B2 Dial-Up Adapter

<] |

Add.. I Bemowe |

B8 A5UIST ek Broadcom 440x 10100 Integrated Controller

Bropertics I

=

Primary Metwork, Logon:

IMicrosofl Farmily Logon

File and Print Sharing. .. |

=

Dezcription

o ]

Cancel

b. Select Adapter, then Add.

Select Network Component Type 2| I

Click the twpe of network, compaonent you want ta install:

| Client

[ Protocaol
Service

A nebwork, adapter iz a hardware device that phypzically

connects pour computer to a nebwork,

Add.. |
Cancel |

c. Select the manufacturer and model of your Ethernet adapter, then click OK.
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Select Metwork adapters

Metwork, Adapters:
=R Existing Ndis2 Driver
S8 Ewizting ODI Diriver

Have Disk. .. |

Click the Metwork adapter that matches pour hardware, and then click OF. If
you have an inztallation disk for thiz device, click Hawve Dizk.

|

[ o ]

Cancel I

If you need TCP/IP:
a. Click Add.

Hetwork EiE3

Configuration I Identificatinnl Access Eontrnll

The following network, componentz are installed:

{ Client for Microsoft Metworks H
Microzoft Family Logon
H2 ADSL Compary ADSL USE Modem

g2 ASUST ek Broadcorn 440x 10100 Integrated Contraller

Add. | Eemnoye | Eroperties

32 Dial-Up Adapher -
1 | 3

Frimany Metwark Logor:

b icrozoft Family Logaon j

File and Print Sharing... |

Dezcription

QK I Cancel
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b. Select Protocol, then click Add.

Select Network Component Type 2| I
Click the tppe of network, component pou want o install;
Add...
Cancel
Protocol is a language' a computer uses. Computers
muzt uze the zame protocal bo communicate.
c. Select Microsoft. @ TCP/IP, then OK.
Select Metwork Protocol Ed I

Click the Metwark Protacal that pau want o install, then click OF. 1F pau have
3 an inztallation dizk for thiz device, click Have Disk.

Manufacturers: Metwark, Protacols:
i Banpan IF45F-compatible Protocol ;I
Microsaft 32-bit DLC

Microzaft DLE
MetBEUI

witM support for AT

Havwe Dizk. . |
Ok, I Cancel I

If you need Client for Microsoft Networks:

a. Click Add.

Metwork EHE3
Configuration I |dentification I Accezs Contral I

The fallowing network. components are installed:

P=1 Client for Microsoft Hetworks
bdicrozoft Family Logon
= ADSL Compary 4051 USE kModem

o ASUSTek /Broadcon 440 10700 Integrated Controller
S5 Dial-Up Adapter

| | 3
Add. I Elemowe I Broperties I
Frimary Metwork Logon:
IMicrosofl Family Logon 'I
File and Print Sharing... I

Drescription

Ok I Cancel I
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b. Select Client, then click Add.
Select Network Component Type 7| |

Click the type of netwark component you want bo inztall:

I" Adapter

5 Protocal Cancel |
Service

A client enables pour computer bo connect to other
computers.

c. Select Microsoft. > Client for Microsoft Networks, and then click OK.

Select Hetwork Chent I

= Click. the Metwark Client that you want ta install. then click OF. If pou have
— an installation disk for this device, click Have Disk.

I anufacturers: Metwark, Clients:

B Client for Mic aft Mty
Client far Metw are Metworks
Microzaft Family Logon

Have Disk... |

ak. I Cancel I

3. Restart your PC to apply your changes.

3.4.4.2 Configuring

1. Select Start > Settings > Control Panel.

wiindows Update

Programs

Favaiites

Documents

Erinters
Taskbar & Start Menu..

Eolder Options...
Active Desktop

‘windows Update. .

Log DFf Mull

Shut Daown...

E-2=0 |E<E|emm 315 PM

Y| Windows98
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2. In the Control Panel, double-click Network and choose the Configuration tab.

E3 Control Panel =] x]
J File Edit “iew Go Favoites Help |
« > | ¥ 9 | K .
Eack Farard Up Cut Copy Paste Unda Delete  Properties Wiews
JAgdress I@ Control Panel j
: : e ®
% 8 &N 5 |
AddMew  Add/Remove  Date/Time Desktop Dizplay Fonts Game
Hardware Programs Themes Contrallers
Control Panel
& o= S|
ggﬁ#;:r!;s network hardware Intermnet Keyboard Modems Mouze Multimedia MDA iview
and software, Options Desklop Ma...
. o
Microsoft Home % % P@ﬁ @ @ (( )) g
Technical Support ODEC Data Passwords Power Printers Fiegional Sound Effect Sounds
Sources [32bit] I anagernent Settings M anager
%
Suystem Telephony Users
Configures network hardware and software. |_,;‘ tdy Computer

Metwork

Configuration I Identificationl Access I:Dntmll

The fallowing network, components are installed:

Microgoft Family Logon
H2 AD5SL Compary ADSL USE Modem
F2 ASUST ek /Broadcomn 440x 10100 Integrated Contraller

S8 Dial-p Adapter -
1| | 3

Add... | Eemaye | Eroperties |

Primary Metwork Logon;
Microgoft Family Logon j

File and Print Sharing. .. |

Description

0k I Cancel
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3. Select TCP / IP > ASUSTek or the name of any Network Interface Card (NIC) in

your PC and click Properties.

MHetwork K E3

Configuration I Identification | Aceess Cantral |

The following network, components are ingtalled:

S5 ASUST ek /Broadcom 440: 10100 Integrated Contraller ;I
S8 Dial-Up Adapter

4 TCPAAP -» ADSL Compal

SL USE Modem
n 440: 10100 Integrated

iy A

roan

-Up Asdapter

add. . Femowve I Froperties I
Primary Metwork, Logon:
IMic:n:\soft Family Logon LI
Eile and Print Sharing... I

Dezcription

TCRAP iz the protocol you uze to connect to the Intermet and
wide-area nebworks.

(u] I Cancel

4. Select the IP Address tab and click the Obtain an IP address automatically
radio button.

TCP/IP Properties =71]|

Bindings | Advanced | NetBIOS |
DMS Configuration I Gateway I WINS Configuration  |F Address

A [P address can be automatically assigned to this computer.
IF pour netwark, does niot automnatically azzign [P addresses, azk
your netwark, adminizstrator far an addrezs, and then type it in
the space below.

& Obtain an [P address automatically

7 Specify an IP address:

B ddress: | i A i |

Shbret sk | . . . |

Ok I Cancel
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5. Select the DNS Configuration tab and select the Disable DNS radio button.

TCP/IP Properties

6. Click OK to apply the configuration.

B Clicrt for Microsoft Hetwarks

Microzaft Family Logaon
W A0 SL Company ADSL USE Modem
W A5 UST ek /Broadcom 440x 10100 Integrated Controller
5t Dial-Up Adapter

Microzaft Family Logon
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3.4.4.3 Verifying Settings

To check the TCP/IP configuration, use the winipcfg.exe utility:

1. Select Start > Run.

B4 Contiol Panel — =] =]
J File Edit “iew Go Favortes Help |
«,-vY@‘Mf;@a‘@‘X .
Bt et Up Cut Copy Paste Undo Delete  Froperties Views
] Addresz I@ Contral Panel j
L e 8 pﬁ i 1 =5 35
AddMew  Add/Remove  Date/Time Desktop Dizplay Fants Game
Hardware Programs Themes Controlers
Control Panel
o || R -~
ol 3 D 213 o«
N?twnrk & Inle_mel Keyboard todems touse tdultimedia Network MDA e
% \Windows Update Options Desktop Ma...
)y - 3 r = :5
e )| ® 8 W P 9 @
s ODBEC Data Pazswords Power Printers Fiegional Sound Effect Sounds
*I Favorites 3 Sources [32bit) td anagement Seltings tanager
i } Documents > % % @
i% Setlings * System Telephony Users
Find 4
& o
o]
% .
5
-E Log OfF Mull
| ; Shut Down.. |Configures network hardware and zoftware, @My Computer

| @& =3 || #7017 Paint

| [=¥] Contiol Panel

2. Type winipcfg, and then click OK.

Run

i

=]

Tupe the name of a program, folder, document, or Internet
rezource, ahd Windows will apen it far pou,

Opern: Iwinipcfd

o]

Cancel

Browsze..

[]
=

“%QI:—@R 326 PM

3. From the drop-down box, select your Ethernet adapter.
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IP Configuration
— Ethernet Adapter Information

Adapter Address
IP Address | 0.0.0.0

Subriet b ask | 0.0.0.0

D efault G ateway |

ak I Eelesse I Eemew I

Releasze All I R enew All I More Info >> I

The window is updated to show your settings. Using the default BiGuard 50G
settings, your PC should have:

- An IP address between 192.168.1.1 and 192.168.1.253

- A subnet mask of 255.255.255.0

- A default gateway of 192.168.1.254

IP Configuration M= E

— Ethemet Adapter Infarmation

ASUSTek Broadoom 4400 10/ g

00-E0-18-FD-50-54
192.168.1.100

Adapter Address |
|

Subnet Mask | 255, 255, 2550
|

IP Addrezs

Default Gatevay 192.168.1.254

Ok I Releagze | Fienew |

Relegze Al | Fenaw Al | taore Info = |

3.5 Factory Default Settings

Before configuring your BiGuard 50G, you need to know the following default

settings:

Web Interface:
Username: admin

Password: admin
LAN Device IP Settings:

IP Address: 192.168.1.254
Subnet Mask: 255.255.255.0
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ISP setting in WAN site:
Obtain an IP Address automatically (DHCP Client)

DHCP server:

DHCP server is enabled.

Start IP Address: 192.168.1.100
End IP Address: 192.168.1.199
3.5.1 User Name and Password

The default user name and password are "admin" and "admin" respectively.

If you ever forget your user name and/or password, you can restore your BiGuard
50G to its factory settings by holding the Reset button on the back of your router
until the Status LED begins to blink. Please note that doing this will also erase any
previous router settings that you have made. The Status LED will remain solid as the
device boots. Once the boot sequence is complete, the LED will shut off, indicating
that BiGuard 50G is ready.

3.5.2 LAN and WAN Port Addresses

The default values for LAN and WAN ports are shown below:

LAN Port WAN Port

IP address 192.168.1.254 The DHCP Client is enabled
to automatically get the

Mask from the ISP.

DHCP server | Enabled

function

1P 100 IP addresses
addresses continuing from
for 192.168.1.100
distribution |through

to PCs 192.168.1.199
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3.6 Information From Your ISP

3.6.1 Protocols

Before configuring this device, you have to check with your ISP (Internet Service

Provider) to find out what kind of service is provided such as DHCP, Static IP, PPPoOE,

or PPTP. The following table outlines each of these protocols:

DHCP

Configure this WAN interface to use DHCP client
protocol to get an IP address from your ISP
automatically. Your ISP provides an IP address to the
router dynamically when logging in.

Static IP

Configure this WAN interface with a specific IP
address. This IP address should be provided by your
ISP.

PPPOE

PPPOE (PPP over Ethernet) is known as a dial-up DSL
or cable service. It is designed to integrate the
broadband services into the current widely deployed,
easy-to-use, and low-cost dial-up-access networking
infrastructure.

PPTP

If your ISP provides a PPTP connection, you can use
the PPTP protocol to establish a connection to your
ISP.

Big Pond

The Big Pond login for Telstra cable in Australia.

If your account uses PPP over Ethernet (PPPOE), you will need to enter your login

name and password when configuring your BiGuard 50G. After the network and

firewall are configured, BiGuard 50G will login automatically, and you will no longer

need to run the login program from your PC.
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3.6.2 Configuration Information

If your ISP does not dynamically assign configuration information but instead uses

fixed configurations, you will need the following basic information from your ISP:

- An IP address and subnet mask
- A gateway IP address

- One or more domain name server (DNS) IP addresses

Depending on your ISP, a host name and domain suffix may also be provided. If any
of these items are dynamically supplied by the ISP, your BiGuard 50G will

automatically acquire them.

If an ISP technician configured your computer or if you configured it using
instructions provided by your ISP, you need to copy the configuration information
from your PC’s Network TCP/IP Properties window before reconfiguring your
computer for use with BiGuard 50G. The following sections describe how you can

obtain this information.

3.6.2.1 Windows
This section uses illustrations from Windows XP. However, other versions of
Windows will follow a similar procedure. Have your Windows CD handy, as it may be

required during the configuration process.

1. Select Start > Settings > Control Panel.
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Set Program Access and Defaults
Windows Catslog

Windows Update

Programs

Documents

& Network Connections
©2y Printers and Faxes
Help and Support [, Taskbar and Start Menu

Search

RuN...

Log OFF Benno Hong,

Windows XP Professional

Turn OFf Computer.

start z online - Micr

2. Double-click the Network icon.

B Control Panel

Fle Edit View Favorites Tools  Help o

(«) Back \) LE p Ssarch || Folders
address | Control Panel v Be

-/ — I (!';. = Z‘j E) u j‘)

AC3 Filter Ac:ess\b\hty Add Hardware Addor Administrative Automatic- Date-and Time

Switch to Category View Cptions Remaov... Tools c o

R v 2 e D :

Display  Folder Options Fonts Game Internet Kkeyboard Maouse
4 Windows Update: Contrallers Options

@) Help nd Suppert g L o _h E \j; g

Phons and  Power Options  Printersand  Regionaland  Scamnersand  Scheduled

See Also

A

Moden ... Faxes  Llanguage ..  Cameras Tasl
B @ & W A e
Sound Effect  Soundsand  Spesch System  Taskbarand LUser Accounts
Manager Audio Devices Start Menu

3. In the Network Connections window, right-click Local Area Connection and

select Properties.
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" % Network Connections

File Edit View Favorites Tools Advanced Help

Qe - @ ¥ Pseach [Pyroers [

#| _LAN or High-Speed Internet
Network Tasks

Create & new

connection

DO/ =5
Oh~pFo 09

3 Set up a home ar small Disable:
= office netwark Status
&% Disable this network Repair
device
&, Repair this connection
™ Rename this connection Create Shortcut
& View status of this
connection
Change settings of this
connection

Eridge Connections

Other Places

@ Control Panel
& iy Netwark Places
() My Documents
W My Computer

Details

Local Area Connection
LAN or High-Speed Internet

230,518

General | Awthentication | Advanced |

Connect using:

| HS MNVIDIA nForce Metworking Controller |

Thiz connection uses the following items:

g Client for Microsoft Metworks
E,l File and Printer Sharing for Microsoft Metwork.s
2= 08 Packet Scheduler

Inztall... Uninstall

D ezcription

Tranzmizsion Contral Protocol/nternet Protocol. The default
wide area nebwork protocal that provides communication
across diverze interconnected networks.

Show icon in notification area when connected

[ oK ][ Cancel ]

5. If an IP address, subnet mask and a Default gateway are shown, write down

the information. If no address is present, your account’s IP address is dynamically
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assigned. Click the Obtain an IP address automatically radio button.

Internet Protocol (TCPfIP) Properties

General | Alternate Configuration

“Y'ou can get [P zettings assigned automatically if your network, supports
thiz capability. Otherwize, you need to azk your network administratar for
the appropriate |FP settings.

(®) Obtain an |IF address autamatically
() Uze the following IP address:

(#i0btain DNS server address automaticallé

() Uze the following DMS server addresses:

I (518 l [ Cancel ]

6. If any DNS server addresses are shown, write them down. Click the Obtain DNS

server address automatically radio button.

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

“Y'ou can get [P zettingz azsigned autormatically if your network. supports
thiz capability. Othenwize, you need to aszk your network: administratar for
the appropriate |FP settings.

(=) Obtain an IF address automatically
() Uze the fallowing IP address:

(®i0btan DMS zerver address automatically

() Use the fallowing DS server addresses:

I Ok, l [ Cancel ]

7. Click OK to save your changes.
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-+ Local Area Connection Properties

General | Authentication | Advanced

Connect uging:

E& MNVIDIA nForce Metworking Contraller

Thiz connection uses the following terms:

E’i Client for Microsoft Networks
.@ File and Printer Sharing for Microzoft Metworks
.@QDS Packet Scheduler

 Intermet Protocal [TCP/AIP)
Dezcription

Transmisgion Control Protocol/Intermet Protocaol. The default
wide area netwark, protocal that provides communication
acrogs diverse interconnected nebwork s,

Show icon in notification area when connected

0k ] [ Cancel

3.7 Web Configuration Interface

BiGuard 50G includes a Web Configuration Interface for easy administration via
virtually any browser on your network. To access this interface, open your web
browser, enter the IP address of your router, which by default is 192.168.1.254, and
click Go. A user name and password window prompt will appear. Enter your user
name and password (the default user name and password are "admin" and "admin')

to access the Web Configuration Interface.
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|
| Config to Flash
!

7
I
1

The server 192,168.1,254 at Webidmin reguires a usernams
|

and password.

‘i'arning: This server is requesting that vour username and
password be sent in an insecure manner (basic authentication
1
!

without a secure connection).
!

Lser name: |ﬂ admin vi
|
Password: |m |
!
]
Remember my password !
|
Jw‘
!
i Deleted:
[ QK ] [ Cancel |
!
v _ _

If the Web Configuration Interface appears, congratulations! You are now ready to
configure your BiGuard 50G. If you are having trouble accessing the interface,
please refer to Chapter 5: Troubleshooting on the CD for possible resolutions.

Status
Device Information
Device Name BiGuards0G
System Up Time 0:22:38:53 (day:hour:min:gec)
Registration ot Registersd
Failover Status Failover (WAN1 is active)
Current Time © Tue Aug 2 10:38:40 2005
PrivateLAN MAC address 00:11:22:dd:44:55
PublicWAN1 MAC address 00:11:22:dd:44:56
PublicW/ANZ MAC address 00:11:22:dd 44:57
Firmwrare Version 1.081
Home URL Billion Electric Co.,Ltd.
LAN
IP address 192.168.1.254
Netmask 255 255255 0
DHCP server Enabled
WWAN1
Connection Method Connect by DHCP
IP address connecting
Netmask
Gateway
DNS server
Up Time
WAN2
Connection Method © No Link
IP address
Netmask
Gateway
DNS
Up Time
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Chapter 4: Router Configuration

4.1 Overview

The Web Configuration Interface makes it easy for you to manage your network via
any PC connected to it. On the Web Configuration homepage, you will see the
navigation pane located on the left hand side. From it, you will be able to select

various options used to configure your router.

V BILLION, BiGuard 504 802119 Dual WAN Security Gatoway { Deleted: <sp>
Status Retresn !
Device dnformation

[r— Pa—
Syuiem Up Time 0373 51 ey bou s wmc)
Regatraten it Segataces [regarer |
Fakover Status Falovar (NANT B achive)
-0 Toe A 2 10:38:40 2005 Syne how |

PravateLAN MAC sdaresy D1 22eg s
[ o
o — oo 1y azaneesT

Frmware Verson 188

Home URL

LAN

F e O 1921881 254

Metmass, Pt bell]

BHi = 0 Fratim:

WA

L e ¢ o Consect by DHCP

P addivan connectng

Metraak

Galgway

NS sarver

Up Time:

M Lk
¥ addiesn.

Metmank

Gateway

ons

YaTime

TS GRS -m:_j
1. Click Apply if you would like to apply the settings on the current screen to the
device. The settings will be effective immediately, however the configuration is not

saved yet and the settings will be erased if you power off or restart the device.
2. Click SAVE CONFIG to save the current settings permanently to the device.

3. Click RESTART to restart the device. There are two options to restart the device.
- Select Current Settings if would like to restart using the current configuration.
- Select Factory Default Settings if you would like to restart using the factory

default configuration.
4. To exit the router’s web interface, click LOGOUT. Please ensure that you have

saved your configuration settings before you logout. Be aware that the router is
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restricted to only one PC accessing the web configuration interface at a time. Once
a PC has logged into the web interface, other PCs cannot gain access until the
current PC has logged out. If the previous PC forgets to logout, the second PC can
access the page after a user-defined period (5 minutes by default).

The following sections will show you how to configure your router using the Web
Configuration Interface. Please consult the manual on the CD provided for

detailed configuration — see sections 4.2-4.8

4.2 Status

The Status menu displays the various options that have been selected and a number

of statistics about your BiGuard 50G.

Status
Device Information
Device Name

System Up Time

BiGuard50G
0:22:38:53 (day:hour:min:sec)

Registration Mot Registered
Failover Status Failover (WAN1 is active)
Current Time Tue Aug 2 10:38:40 2005

PrivateL AN MAC address
PublicWAN1 MAC address
PublicWAN2 MAC address
Firmware Version
Home URL

LAN
IP address ©
Netrmask
DHCP senrver©

WAN1
Connection Method @

IP address

MNetrmask
Gateway
DNS server
Up Time
WAN2
Connection Method §
IP address
MNetrmask
Gateway
DNS
Up Time

00:11:22:dd:44:55
00:11:22:dd:44:56
00:11:22:dd:44:57
1.081

Billion Electric Co.,Ltd

192.168.1.254
255.265 2550

Enabled

Connect by DHCP

connecting

Mo Link.
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Device Information

Device Name: Displays the device name.

System Up Time: System uptime enables a user to determine how long has
the system being online or the time that an unexpected restart or fault occurred.
The system up-time is restarted when there is a power failure or upon software or
hardware reset.

Registration: Click on the Register button to open a web page on Billion’s
website to register the BiGuard 50G. Registration enables users to access new
firmware, a user’s manual, latest product news, quick customer support, and FAQ.

Failover Status: Displays the current Failover port and show whether it is
active or inactive.

Current Time: Displays the current time.

PrivateLAN MAC address: Displays the LAN MAC address for the LAN ports.

PublicWAN1 MAC address: Displays the WAN MAC address for the WANL1.

PublicWAN2 MAC address: Displays the WAN MAC address for the WAN2.

Firmware Version: Displays the current firmware version for the device.

Home URL: Displays the manufacturers website.

LAN

IP address: Displays the IP address of your device. You can click on the link
to edit the IP address and the gateway IP.

Netmask: Displays the subnet mask for the LAN.

DHCP Server: Displays whether DHCP server is enabled or not. You can click
on the link to edit the DHCP server.

WAN21

Connection Method: Displays the connection method for WAN1.

IP address: Displays the IP address for WANL1.

Netmask: Displays the subnet mask for WAN1.

Gateway: Displays the gateway for WAN1.

DNS Server: Displays the DNS Server for WAN1.

Up Time: Displays the time that WAN1 has been connected.

WAN2

Connection Method: Displays the connection method for WAN2.

IP address: Displays the IP address for WANL1.

Netmask: Displays the subnet mask for WAN2.

Gateway: Displays the gateway for WAN2.

DNS Server: Displays the DNS Server for WAN2.

Up Time: Displays the time that WAN2 has been connected.
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Support

Telephone Support for Internet Access ONLY is available during office hours from
Mon-Fri 10am—-5pm on 0870-8501528. If you are successfully connected to the

Internet and have a support query please contact www.billion.uk.com/esupport and
submit a ticket.

)5

 I—
This symbol on the product or in the instructions means that your electrical and electronic
equipment should be disposed at the end of its life separately from your household waste.

There are separate collection systems for recycling in the EU.

For more information, please contact the local authority or your retailer where you purchased
the product.
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