7402 Set Up Rules for PPTP

2. Click on the ‘Enable’ radio button.

1. Click on ‘Firewall’.

; BlHLILION APSE VPN Firewall Router

eneral Settings
Configuration Security Enable © Disable
LA 1 All blocked/User-defined
: _ " High security level
Falicy :
& Medium security lavel

" Law security level

(‘i\h’ some apolications cannot work after enabiing Firewall please check the Packet Filter especially Part Filter rules. Far example, adding
(TR 443 owthound aliowsd) will Jet HTTPS data go through Firewall )

Block WaAN Request * Enable © Disahle

(.«'L\Enabﬁ'e for preventing any ping test from Internet, such as hacker attack.)

4SH

3. Click on the ‘Apply’ button.




! B’l‘_”ﬂ”m ADSL VPN Firewall Roufer

General Settings
Cluick Start Firewall Security
Configuration Saecurity " Enahle " Disable
LA Al blocked/Userdefined
Wi : " High security level
Folicy
& Medium security level

" Low security level

(xi\." f some apolications cannot work after enabling Firewall, please check the Packet Filter especially Port Filter rules. For ex
(TR 443, outhound allowsd] will let HTTPS data go through Firewall )

Block YWAN Request & Enable © Disable

[.&Enabfe for preventing any ping test fram [nternet, such as hacker attack.)

Apply | Microsoft Internet Explorer x|

Language @ This action may block all access from the Internet. Proceed with caution,
| Ok I Cancel |
by

4. Click on the ‘OK’ button.




BILLION ADSL VPN Firewall Router
—T“
Packet Filter
Cluick Start
Configuration Add TCRALDE Filter Add Baw [P Q’ter (]
LA
WA Packet Filter Rules
Systerm Source |P S Metmask 2 I Source paris) Inbhound
E I_i- 1 bl - - 'I'" i L 1 1 rl:ltl:ll:l:l
Firesall 6. Click on ‘Firewall’. estination IP £ Metmask Destinatign port(s) Cuthound
General Settings o i o 0000/f00.00 - 0 ~ G553 Block
= tmei_http weays On ; . i ‘ ilter’
A, : : 0000 /0000 8. Click on ‘Add Raw IP Filter'.
7. Click on ‘Packet Filter’.
Intrusion Detection .0.0/0000 o 0 ~ B5535 Block
LIRL Filter B ’ 0000/00.00 Gt Allowy
IMIPZP Blockine 00o00/0000 0 ~ B5535 Block
i mei_tdns Always On TCF
Firewall Log 0000f0000 B~ 55 Al oy
SR _ 0000f00.00 0 ~ B5535 Block
: mei_ftp Always Cn TCF
oas onooosoooan B e Al
"-.,.-"i.rtu;al SEREL : 000050000 0~ B5535 Block
rmei_tnet Always Cn : : EE
Time Schedule 00o00/0000 23~ 23 Aoy
_ 0000/00.00 0 ~ B5535 Block
mel_smtp Alweays On TCF
Sawe Config to FLASH 0000/00.00 25~ 25 Al oy
|_;_:”'||:1|J;;“:1Eg ) 0.000/00.00 0 ~ B5535 Black
= mei_popd Always On TCF
00000000 110~ 110 Al o



8. Click on the word * Helper’.

/

' B’ll'ﬂ”m ADSL VPN Firewall Router

Configuration

LA

Intrugion Detection
LIEL Filter
IMIPZF Blocking
Firewsall Log

SR

Cloz

Yirual Sener

Time Schedule

Save Config to FLASH

Language

Packet Filter
Fule Mame Helper 3
Time Schedule
Fratocal Mumber
Inbound

Cuthound

Apply | Return ©

3 http://192.168.98.33/ configuration/checkl.html*

-

Mo 5 [ o1
[ —

Application Protocal Murmber
CICMP 1
. GRE 47

9. Click on the * GRE' radio button.




figuration
LA

A

Firewsall
Zeneral Settings
Packet Filter
 URL Fitter
IWAP2F Blocking
Firewall Log

[ntrusion Detection

! B’ll’ﬂ”m ADSL VPN Firewall Roufer

Packet Filter

Rule .l;xl.ame Helper £
Tirme Schedule
Fraotocaol Mumber
Inbound

Cutbound

App Return ©

| [ere

[Always On =]
s
[Alow =]
[Alow =]

10. Click on the ‘ Apply’ button.




VB’I‘ 10N ADSL VPN Firewall Router

Status Save Config to FLASH
GCluick Start _ Please confirm thﬂtﬁlﬂmﬂiﬁh to save the tﬂhﬁ‘gmm;cm :
| Configuration There will be a delay '.'.;h."fe saving as configuration .".r-a;iformat."on is wiitten to FLASH chips,
LA |
AN Appl

Sy sterm

Fireweall Microsoft Internet Explorer ] x|

Seneral Settings
Seneral Settings & Save Config ko FLASH Successful
Facket Filter

[ntrusion Detection

URL Filter 12. Click on the * Apply’ button.
[WMPZE Blocking
Firewall Log

PN

13. Click on the * Apply’ button
to complete the process.

Yitual Semver

Tirme Schedule

11. Click on the * Save Config’ button.

Advanced

=ave Config to FLASH
Language




