VPN L2TP Application

Installation Guide




Configuring a Remote Access L2TP VPN Dial-in Connection

A remote worker establishes a L2TP VPN connection with the head office using Microsoft's VPN
Adapter (included with Windows XP/2000/ME, etc.). The router is installed in the head office,
connected to a couple of PCs and Servers.

Office LAN
Public IP
61.56.158.112 192.168.1.254
Remote Worker
Router
Ercryption Data
L2TP Client L2TP Server
VPH Connection
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII >
Dial-in 192.168.1.0:24

L2TP VPN-Remote Access (Dial-in)




Configuring L2TP VPN in the Office

The input IP address 192.168.1.200 will be assigned to the remote worker. Please make sure
this IP is not used in the Office LAN.

L2TP

Remote Access Connection

Connection Mame WEMN_LETP @
T () Dial out, Server IP Address (or Hostname)
Pe () Dial in, Private IP Address Assigned to Dialin User  |192.168.1.200 @

Lsarmarme Username @

Passwiord sssaew

Auth. Type ChapiAuto) |+ @

Idle Timeout El minutes @

Pgec- EnaI:II.é ...................

" Authentication MWD&
Encryption 3DES w @
) Perfect Forward Secrecy Mone v
... Pre-shared Key 12348678 | -
...............................
Item Function Description

1 Connection Name | VPN _L2TP Given a name of L2TP connection
Dial in Check Dial in

o | Private IP Address
Assigned to 192.168.1.200 An assigned IP address for the remote worker
Dialing User

3 Username username Input username & password to authenticate
Password 123456 remote worker

4 | Auth.Type Chap(Auto) Keep as default value in most of the cases.

The connection will be disconnected when there
5 Idle Timeout 0 Is no traffic in a predefined period of time. Idle
time 0 means the connection is always-on.

IPSec Enable for enhancing your L2TP VPN security.
Authentication MD5

6 Encryption 3DES
Perfect Forward None Both sites should use the same value.
Secrecy
Pre-shared Key 12345678




Configuring Remote Worker for Dial-out to the Router

Step 1

Select “New Connection Wizard " to
create a VPN-L2TP dial out service.

Step 2
Click to the next step.

m Programs 3

4 Documents

"= Connections % metwork Setup Wizard

S i "4 Printers and Faxes a
) Help and Support a Taskbar and Start Menu A, 1394 Connection
[ |, Local Area Connection
R W Wireless Network Connection

P
L?)
=7
L.j Log Off Gavin...
@

Turn ©Ff Computer...

New Connection Wizard

Welcome to the New Connection
Wizard

Thig wizard helps you:
* Connect to the [ntemet.

* Connect to a private network, such as your workplace
hetwork.

* Set up a home or small office network.

To continue, click Nest.

| Mext> |[ Cancel ]

Step 3

Check “Connect to the network at my
workplace ” radio button.

Click to the next step.

New Connection Wizard

Metwork Connection Type
w'hat do you want to do?

(O Connect to the Internet
Connect ta the Internet so you can browse the Web and read email.

®iL
Connect to a buginess network. [using dial-up or YPM] 20 pou can work from home,
a field office, or anather location.

() Set up a home or small office network
Connect to an exigting home or small office network. or et up a new one.

(O) Set up an advanced connection

Connect directly to another computer uzing your senal, parallel, or infrared port, or
zet up thiz computer g0 that other computers can connect to it

< Back. ” Mext » ][ Cancel




Mew Connection Wizard
Ste p 4 Metwork Connection
How do pou want to connect to the network, at pour workplace?

Check “V”’tual anate Network Create the following connection:
connection ” radio button. ODiakup connection

Connect using a modem and a regular phone line or an Integrated Services Digital
Metwork [ISDM] phone line.

i > ©¥irtual Private Network connectior
CIICk N eXt to the neXt Ste p ) Connect to the network using a virtual private network [WPH] connection over the

Intermet.

[ < Back ” Mext > ][ Cancel ]

New Connection Wizard
Ste p 5 Connection Name
Specify a name for thiz connection to your workplace,

G|Ve a hame to the L2TP Connect|on Type a name for this connection in the following box,

Company Mame

Click to the next step. VRN LTP

For example, you could type the name of your workplace or the name of a server you
will comnect to.

[ < Back “ Mest > ][ Cancel ]

Mew Connection Wizard
Ste p 6 Y¥PN Server Selection
Wwhat is the name or address of the VPN server?

|nput VPN'LZTP Server’s |P address_ You lﬁﬁzégﬁng?st narne or Internet Protocol [IP) address of the computer to which you are
Can USG HOSt name, Only |f the DDNS Host name or IP address (for example, microzoft. com or 157.54.0.1 |
function is enabled in the Router. 6156158112

Refer to the user manual for more detail.

Click to the next step.

< Back ” Mext > ][ Cancel




Step 7
Click to the next step.

New Connection Wizard

Completing the New Connection
Wizard

“You have successfully completed the steps needed to
create the following connection:

¥PN L2TP
* Share with all ugers of thiz computer

The connection will be saved in the Netwark
Connections folder.

[Clidd a shortcut to this connection to my desktogt

To create the connection and close this wizard, click Finish.

< Back. ” Finizh ] [ Cancel ]

Step 8

Open Network Connections and double
click on the VPN L2TP icon.

Metwork Connections
File Edit Wew Favorites Tools  Advanced Help :f
Address |€,>_ Metwork Connections V| [€1a] Torkon Ankivirus E, -

LAN or High-Speed Internet

:1)’9& Wireless Network Connection :1)'g§| Local Area Connection
=Y ;8

. w-i-.i')§| 1394 Connection
T

¥irtual Private Network

i :})1 YPM FPTR
[

Wizard

vl |
j’jg Mews Connection Wizard @ Metwork, Setup ‘Wizard
—

Step 9

Select “Networking ” tab, and change
“Type of VPN " to “L2TP IPSec VPN".

# YPN L2TP Properties

General | Options Securit_ul Metworking | Advanced

Type of WFHN:

Autamatic L

Altomnatic
FPTP %PH

.@ File and Printer Sharing for Microzoft Metworks
% Client for Microzoft Metworks

Install ..

Dezcription

Transmizzion Contral Protocol/Internet Protocol. The default
wide area network, protocol that provides communication
acrogz diverze interconnected networks.

QK ] [ Cancel




Step 10

Select “Security ” tab.

Click | IPSec Settings... |to the next
step.

& VPN | 2TP Properties

General | Options [ Secrity |Netw0rking Advanced

Security options
)T ppical recommended zettings

Yalidate my identity &z follows:

| Require secured pazsword A |

[ Automatically use ry Windaws logon name and
pazaword [and domain if any)

Fequire data encryption [dizconnect if none)

() Advanced [custom settings)

|IPSec Settings. .

OF. l[ Cancel ]

Step 11

Input pre-shared key.
Note: This pre-shared key must be identical as
set up in the Router.

Click to the next step.

IPSec Settings

Use pre-zhared key for authentication

Key: 12345678 |

Step 12

Click to continue.

# BILLION Properties

General | Options | Security |Netwu:urking Advanced

Security options
(%) Typical [recammended zettings)

Walidate my identity az follows:;

| Fiequire zecured pazsword w |

utomatically use my windows logon name an
Automaticall weindows | d
pazzword [and domain if any)

Require data encryption [disconnect if none)

() ddvanced [custom settings)

| IPSec Seftings... |

OF. ] [ Cancel




Step 13

User name and Password should be
identical as set up in Router. (See Item 3)

Click to establish a connection

to your VPN-L2TP Server.

Completed!

Connect VPN LZTP

Llzer name: |username
I
| [ 111} ..l

Pazzwiord:

[] 5ave thiz user name and password for the following users:

Me gy
Aryone ko Uses thiz computer
L Connect ][ Cancel H Froperties ][ Help




Configuring a Remote Access L2TP VPN Dial-out Connection

A company’s office establishes a L2TP VPN connection with a file server located at a separate
location. The router is installed in the office, connected to a couple of PCs and Servers.

Office LAN

Public IP
60.121.1.33 192.168.1. 254

.{_}:_"::- -{‘,::}% R e

Server Rowuter

Encryption Data
L2TP Server —isssss e | 2 TP Client

VPH Connection

Dial-out
L2TP VPN-Remote Access (Dial-out)

192.168.1.0:24




Configuring the L2TP VPN in the Office

L2TP
Remote Access Connection
Connection Marme YN _L2TP @
Type (%) Dial out, Server [P Address (or Hostname) B9.121.1.33 @
) Dial in, Private |P Address Assigned to Dialin User
IUzername Username @
Passwaord T
Auth. Type ChaplAuto) V@
e Tmeot .. 0......._mines (5
e Enable e
Authentication MDs  w
Encryption JDES b
FPerfect Foreard Secrecy Mone b
...... E[E-.shared kay 12345678
Item Function Description
1 Connection Name | VPN_L2TP Given name of L2TP connection
Dial out Check Dial out
2 (Soerr‘é‘f)rs't'; ;gg)r €SS 169.121.1.33 An Dialed server IP
3 ysername username A given username & password
Password 123456
4 | Auth.Type Chap(Auto) Keep as default value in most of the cases.
The connection will be disconnected when
5 Idle Timeout 0 there Is no traffic in a predefined period of time.
Idle time 0 means the connection is always-on.
IPSec Enable for enhancing your L2TP VPN security.
Authentication MD5
6 Encryption 3DES
Perfect Forward None Both sites should use the same value.
Secrecy
Pre-shared Key 12345678
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Configuring the your Router to Dial-in to the Server

Currently, Microsoft Windows operation system does not support L2TP incoming service.
Additional software may be required to set up your L2TP incoming service.
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Configuring a LAN-to-LAN L2TP VPN Connection

The branch office establishes a L2TP VPN tunnel with head office to connect two private
networks over the Internet. The routers are installed in the head office and branch office
accordingly.

Branch Office Head Office

Public IP
192,16 8.0.254 69121133 192.168.1.254

) Encryption Data
L2TP Client - | 2TP Server

VPH Connection

132.168.0.0.24 192.168.1.024

L2TP VPN-LAN to LAN

4 )

Both office LAN networks MUST in different subnet with LAN to LAN
application.

Functions of Pre-shared Key, VPN Connection Type and

_ Security Algorithm MUST BE identically set up on both sides.
Attention
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Configuring L2TP VPN in the Head Office

The IP address 192.168.1.200 will be assigned to the router located in the branch office. Please
make sure this IP is not used in the head office LAN.

L2TP
LAN to LAN
Connection Marme HeadOffice @
( Dial out, Server IP Address (or Hosthame)
Type
(=) Dial in, Private |P Address Assigned ta Dialin User | 192.168.1.200 @
Peer Metwaork [P 192.168.0.0 Metrmask 2002602050 @
LIsername username @
Password ssssns
Auth. Type ChapiAuta) @
ldle Timeout | El minutes@
1Pgse Enable e
™ Authentication MD5s
Encryption JDES b @
. Ferfect Forward Secrecy Mone v
..., Pre-shared Key 12345878 Lk
Item Function Description
1 Connection Name | HeadOffice Given a name of L2TP connection
Dial in Check Dial in
2 Private IP Address
Assigned to 192.168.1.200 | IP address assigned to branch office network
Dialing User
3 Peer Network IP 192.168.0.0 Branch office network
Netmask 255.255.255.0
4 Username username Input username & password to authenticate branch
Password 123456 office network
5 | Auth.Type Chap(Auto) Keep as default value in most of the cases.
The connection will be disconnected when there Is no
6 Idle Timeout 0 traffic in a predefined period of time. Idle time 0 means
the connection is always-on.
IPSec Enable for enhancing your L2TP VPN security.
Authentication MD5
7 Encryption 3DES
Perfect Forward None Both sites should use the same value.
Secrecy
Pre-shared Key 12345678
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Configuring L2TP VPN in the Branch Office

The IP address 69.1.121.30 is the Public IP address of the router located in head office. If you
registered the DDNS (please refer to the DDNS section of this manual), you can also use the
domain name instead of the IP address to reach the router.

L2TP
LAN to LAN
Connection Name BranchOffice @
Type (%) Dial out, Server IP Address (or Hosthame) B9.121.1.33 @
O Dial in, Private IP Address Assigned ta Dialin User
FPeer Metwark P 192.168.1.0 Metrmask 250,265 2660 @
Lzername usernarmme
Passwiord sssane @
Auth. Type Chapisuto) » @
dle Tirmeout 0 minutes@
g T [ Enablg ..,
" Authentication MDs v
Encryptian JDES hd @
Perfect Forward Secrecy Mone b S
...... Fre-shared Key 12345678 =
..........................................
Item Function Description
1 Connection Name | BranchOffice Given a name of L2TP connection
Dial out Check Dial out
2 (Soerr\;'%rsltﬁﬁrgg)r €SS 169.121.1.33 IP address of the head office router (in WAN side)
Peer Network IP 192.168.1.0 .
3 [Netmask 255,255 2550 | ead office network
4 Username username Input username & password to authenticate branch
Password 123456 office network
5 | Auth.Type Chap(Auto) Keep as default value in most of the cases.
The connection will be disconnected when there Is no
6 Idle Timeout 0 traffic in a predefined period of time. Idle time O means
the connection is always-on.
IPSec Enable for enhancing your L2TP VPN security.
Authentication MD5
7 Encryption 3DES
Perfect Forward None Both sites should use the same value.
Secrecy
Pre-shared Key 12345678
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